Abstract-In this article, we made an attempt to clarify it that the inadequacy problem of required spectrum for the exchanges presented in MANET can be solved by means of the Cognitive radio network since it has the sensing potentiality of their surrounding environment and can access to a supplementary frequency band via their parameters comparison. Key management and authentication are two important factors in MANET security. The recent development in Identity-based cryptography has made this method a potential candidate for MANET. However the security in CR-MANET has attracted less attention in comparison with other regions. The authors try to propose an Identity-based cryptography with threshold secret sharing which has been designed for MANET security especially; this method will result in the elimination of SSDF attack trouble in Cognitive radio Ad-Hoc Networks, where the intruder sends wrong results of local spectrum sensing and leads to a wrong spectrum sensing determination in cognitive radios consequently. Following cooperative spectrum sensing scheme, it can find out SSDF attack occurrence, limit intruders' access to t neighbor nodes for the key updating or delete the intruder nodes from the network.
I. INTRODUCTION
The current progress of communication networks has caused the emerge of wireless Ad-Hoc networks as self-organized ones that can be formed with no infrastructure. The Ad-Hoc networks have a wide capability for supporting and covering different wireless standards. Although its current application is severely bound to ISM band (900MHz to 240GHz). The wireless devices development has made the wireless bands to be intensively filled. There are several licensed bands such as 400MHz to 700MHz ranges accessible for operators which are occasionally used. FCC has set forth a scheme to eliminate the mentioned spectrum deficiency and to make available licensed bands for devices exist in unlicensed ones. This new research area has caused CR networks progress. Unlicensed users named as cognitive radio or secondary users, are obliged to empty the band as soon as they face licensed or primary users. The cognitive radio enables the usage of temporarily unused Spectrum, which is referred to as spectrum hole or white space. If this band is further utilized by a licensed user, the Manuscript received February 14, 2013 ; revised April 12, 2013 . This work was supported in part by Iran Telecommunication Research Center.
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cognitive radio moves to another spectrum hole or stays in the same band, altering its transmission power level or modulation scheme to avoid interference.
Cognitive radio (CR) networks can be classified as the infrastructure-based CR network and the CRAHNs [1] . Since CRAHNs has no infrastructure, a CR user can communicate with other CR users through ad hoc connection on both licensed and unlicensed spectrum bands.
The cooperative scheme investigated in [2] is necessary because a CR user in CRAHNs can-not foresee his behavior's effect on all the networks merely on the basis of local observations. In addition, the spectrum sensing is a key factor in CR, for it avoids harmful interference with licensed user and finds existing spectrum holes for the CRs. It's not possible for all the CRs to experience receiver uncertainty or fading altogether because of the place or local differences so if the majority of users observe a primary user, they will be able to share their results. Consequently, the overall detection performance can be greatly improved. The cooperation among CR users raises new concerns for the reliability and the security in cooperative sensing. This is because, when multiple CR users cooperate in sensing, a few CR users who report unreliable or falsified sensing data can easily influence the cooperative decision.
Two known security threats in CRs are incumbent (IE) and spectrum sensing data falsification (SSDF).
In [3] - [5] some techniques have been mentioned to recognize SSDF attack occurrence. In this article we present a cooperative spectrum sensing scheme based on threshold and Identity-based cryptography parameters which can-not only recognize SSDF attack occurrence but also find an intruder and delete him from network or at least harden his access to the t-number of neighbors key.
II. KEY MANAGEMENT AND AUTHENTICATION IN MANET
Mobile AD-Hoc networks encounter with much more security problems in comparison with wired networks for some reasons like the lack of a network infrastructure or dynamic topology of the network and also wireless link damages. Common security techniques are usually effective for several security threats while they are not proper enough for a combination of former ones. Cryptography is then used to provide a general design framework. Cryptography techniques used in MANETs can be classified into two categories, namely, Symmetric Key based and Asymmetric Key based. In symmetric key based schemes, if an attacker compromises the symmetric key of a group of users, then all encrypted messages for that group will be exposed. Asymmetric key schemes have more functionalities than A Secure Cognitive Radio Ad-Hoc Network with the Capability of SSDF Attack Detection Rashin Saboor, Ali Payandeh, and Hojatolah Rohi symmetric ones, e.g., key distribution is much easier, authentication and non-repudiation are available, and compromise of a private key of a user does not reveal messages encrypted for other users in the group. However, they are computationally expensive. Asymmetric cryptography is usually based on PKI. Since PKI success is bounded to a CA 1 which has a central control unit, it is not proper for MANET.
A. Application of IBC in MANET IBC
2 is a special form of a PKI cryptography considered as an asymmetric cryptography. The idea of IBC was first proposed by Shamir [6] in 1984. Shamir introduced a novel type of cryptographic scheme, which enables any pair of users to communicate securely and to verify each other's signatures without exchanging private or public keys, without keeping key directories: and without using the services of a third party. Such a scheme has the property that a user's public key is an easily calculated function of his identity, while a user's private key can be calculated for him by a trusted authority, called a Private Key Generator (PKG). The application of IBC in MANET was proposed as a significant research subject for it doesn't require issuing licenses and public keys. Later some other schemes of IBC based on Weil pairing in elliptic curves were presented in [7] , [8] . So it is also called as pairing-based cryptography.
B. Threshold Cryptography and Key Management in MANETs
Most of the Identity-based cryptography systems apply Shamir threshold cryptography [6] in which they contribute a secret quantity among a number of users. Shamir explains how to divide D to n-parts in such a way it can be easily reconstructed from t-parts, and even in the case of being completely informed about t-1 parts, D still remains secret and not any information reveals about it.
Shamir proposes a (t, n) threshold scheme to solve this problem based on polynomial interpolation. He suggests picking a random t − 1 degree polynomial
, and each piece is the value of the polynomial at the n points. Thus any subset of t of the pieces can determine the coefficients of the polynomial (using e.g. Lagrange interpolation) and thus the secret data at a certain point.
III. (T, N) THRESHOLD AND IDENTITY-BASED KEY MANAGEMENT
The idea of distributed CA has been subsequently adopted for distributed PKG in many IBC proposals in MANETs later. Khalili [9] suggested to apply IBC for a secure AD-Hoc network and create a mechanism for an effective key distribution in MANET with contribution of both IBC and threshold cryptography techniques. References [10] , [11] presented fit and proper schemes on the mentioned subject too. All methods deal with application of IBC in MANET have been investigated in [12] . 1 Certificate Authority 2 Identity-based cryptography
The proposed approach in [13] comprises of two components: Distributed key generation and identity-based authentication. The key generation component provides the network master key pair and the public/private key pair to each node in a distribute way. The generated private keys are used for authentication. Identity-based authentication mechanism provides end-to-end authentication and confidentiality between the communication nodes.
A. Master Key Generation
The master key pair is computed collaboratively by the initial network nodes without constructing the master private key at any single node. The scheme we used [11] is an extension to Shamir's secret sharing [8] without the support of a trust authority. In the scheme, each node Ci randomly chooses a secret xi and a polynomial 
B. Distributed Private Key Generation
Using the identity-based cryptography, a mobile node's public key can be any arbitrary string. In our scheme, the public key is computed as QID = H(ID|| Expire _ time) where H() stands for a hash function defined in identity-based encryption [8] , ID represents the identity of the node, and Expire_time is a time stamp protecting from the private key loss. The nodes also need to obtain their corresponding private keys. The way to obtain the private key is to contact at least t neighbor nodes, present the identity and request private key generation (PKG) service. Each of the t PKG service nodes generates a secret share of a new private key sk and sends to the requesting node. The process of generation of a share of the new secret key sk can be represented by ski = SiQID, where Si (i=1,…, t) is the share of the master private key of the serving node, ID is the identity of the requesting node, QID is its public key, and ski denotes the generated private key share for the requesting node. By collecting the t shares of its new private key, the requesting node would compute its new private key
IV. SPECTRUM SENSING FOR COGNITIVE RADIO AD HOC NETWORKS
The components of the cognitive radio ad hoc network (CRAHN) architecture can be classified in two groups as the primary network and the CR network components. The primary network is referred to as an existing network, where the primary users (PUs) have a license to operate in a certain spectrum band. Due to their priority in spectrum access, the PUs should not be affected by unlicensed users. CR users are mobile and can communicate with each other in a multi-hop manner on both licensed and unlicensed spectrum bands. Usually, CR networks are assumed to function as stand-alone networks, which do not have direct communication channels with the primary networks. Thus, every action in CR networks depends on their local observations. In order to adapt to dynamic spectrum environment, the CRAHN necessitates the spectrum-aware operations. The objectives of spectrum sensing are twofold: first, CR users should not cause harmful interference to PUs by either switching to an available band or limiting its interference with PUs at an acceptable level and, second, CR users should efficiently identify and exploit the spectrum holes for required throughput and quality of service (QoS).
A. Cooperative Spectrum Sensing
Many factors in practice such as multipath fading, shadowing, and the receiver uncertainty problem [1] may significantly compromise the detection performance in spectrum sensing. However, due to spatial diversity, it is unlikely for all spatially distributed CR users in a CR network to concurrently experience the fading or receiver uncertainty problem. If CR users, most of which observe a strong PU signal can cooperate and share the sensing results with other users, the combined cooperative decision derived from the spatially collected observations can overcome the deficiency of individual observations at each CR user. Thus, the overall detection performance can be greatly improved [2] .
If the sensing time can be reduced due to cooperation, CR users will have more time for data transmission so as to improve their throughput.
The process of cooperative sensing starts with spectrum sensing performed individually at each CR user called local sensing. Typically, local sensing for primary signal detection can be formulated as a binary hypothesis problem as follows [14] :
where x(t) denotes the received signal at the CR user, s(t)is the transmitted PU signal, h(t) is the channel gain of the sensing channel, n(t) is the zero-mean additive white Gaussian noise (AWGN), H0 and H1 denote the hypothesis of the absence and the presence, respectively, of the PU signal in the frequency band of interest.
V. SSDF ATTACK MODELS IN COOPERATIVE SPECTRUM SENSING SCHEMES
In cooperative spectrum sensing, malicious secondary users may launch SSDF attacks by sending false local spectrum sensing results to others, resulting in a wrong spectrum sensing decision. Three attack models are presented as follows [13] .
In the first attack model, a malicious secondary user sends out relatively high primary user energy to indicate the presence of primary users although there is no primary user and its sensed energy is low. In this case, other secondary users make a wrong decision that primary users are present and they will not use the spectrum. The intention of the malicious secondary user is to gain the exclusive access to the target spectrum. We call this kind of attacks as selfish SSDF. In the second attack model, a malicious secondary user sends out relatively low primary user energy to indicate the absence of primary users although there are primary users and its sensed energy is high. In this case, other secondary users make a wrong decision that there is no primary user and they will use the spectrum. The intention of the malicious secondary user is to give interference to primary users. We call this kind of attacks as interference SSDF. In the third attack model, a malicious secondary user sends out random primary user energy during the process of cooperative spectrum sensing. The intention of the malicious secondary user is to make other secondary confused, and no consensus can be reached among secondary users. We call this kind of attacks as confusing SSDF.
VI. THE PROPOSED SCHEME FOR SSDF ATTACK DETECTION, BASED ON IDENTITY-BASED AND THRESHOLD CRYPTOGRAPHY
In network formation phase, as an elementary part required for algorithm, network public and private keys based on their identity and applying the current algorithm in [8] are obtained for all nodes one by one and try to avoid the entrance of users have no valid ID to the network. Then a matrix is made inside each one of the nodes as Table I . To accomplish primary exchanges of (t, n) threshold key management pattern based on identity and former algorithm phases of sensing data exchanges, a common default control channel is used. 16 licensed channels can be created in accordance with spectrum sensing operation if IEEE 802.11 is used.
A. The first phase
• Every CR user senses by himself his surrounding environment in a pre-defined due time. He specifies digit 1 for channels occupied by primary users and digit 0 for empty channels and save a 16 bit -string.
• The string encrypts with the node's private key obtained via ID-based threshold cryptography. Then the encrypted string attaches to the node ID which can be a 64 or 128 bit -string, and broadcast for its one-hop neighbors finally.
• Receiver nodes don't need to get the node public key but they can make it themselves regarding to the node sender's ID and encrypt the transmitted 16-bit-string.
• Each node has to receive at least, t-string, from its neighbors to be permitted to enter in cooperative spectrum sensing. Otherwise it is to move for finding more neighbors in a due time.
• Receiving its neighbors-strings, the node XOR the strings separately with its local sensing data and record the result in front of the neighbor's node-ID (NID).
• If the recorded string against a node-ID is opposite zero, namely two nodes have different sensing results, so an intrusion detection bit against the node will be 1 and at the same time the counter against each node will increase one digit for a sole neighbor.
B. The Second Phase
• Every node concatenates and encrypts the ID of nodes with different sensing results, and then sends the resulted string for its neighbors.
• The number of times each node receives another node ID for the cause of uniformity with its neighbors sensing string will be added to the counter against the node in Table I .
• There is a Revocation Key Counter (RKC) for a node against each NID. 
C. Decision Phase
• If the counter against each node is equal or bigger than [t/2], one digit will be added to the RKC counter and the transmitted sensing results obtained from the node will be abandoned. Considering "t out of N" rule, this section is fulfilled on the neighbors' t-node not the whole network ([t/2] out of t). This quantity of threshold may also be utilized instead of [3t/4] and [t/3].
• After doing binary OR operation on the received string of the nodes where RKC is less than [t/2], the resulting string will be saved inside each node. If even one single channel is found occupied, it should be considered to avoid interference. • The results obtained from empty channels are used for data transmission.
• In the next sensing phase, if the preceding process is enforced and a node from the same former nodes with an RKC equals 1 and -in one unit-increment (RKC=2), the neighboring node itself can delete the intruder's ID with all rows and columns relating to the node's NID.
• Total key updating process is accomplished.
• Now the intruder node can't be approved by all the network nodes any more. So it is to be deleted instead of a proper threshold of t; otherwise it will face a trouble in obtaining t-share of t-PKG services.
VII. SIMULATION RESULTS AND DISCUSSIONS
The simulation region is a bounded area of 1000×1000 square meters. Nodes are initially placed randomly in this region. The nodes would start moving from their initial position towards a destination and speed values are generated in a random fashion. The initial transmission range for all communication is assumed to be 400m. The detection performance can be primarily determined on the basis of two metrics: probability of false alarm, which denotes the probability of a CR user declaring that a PU is present when the spectrum is actually free and probability of detection, which denotes the probability of a CR user declaring that a PU is present when the spectrum is indeed occupied by the PU.
Since a miss in the detection will cause the interference with the PU and a false alarm will reduce the spectral efficiency, it is usually required for optimal detection performance that the probability of detection is maximized subject to the constraint of the probability of false alarm.
The simulations are based on a MANET with 20 CRs, in which there are a variety of authentic nodes and malicious attackers. We compare the proposed scheme in all of the following three cases: one attack, two attacks and three attacks. By varying the value of threshold t from 1 to 20, we evaluate the simulations for each t, to obtain the optimum performance point of the proposed algorithm.
In threshold cryptography, the large threshold value will lead to harder compromise with t number of nodes and greater security. But the amount of computation increases. However, in some situation, the requesting node only has a few neighbors, i.e., it cannot get enough number of shares.
We count this situation as an unsuccessful PKG service. That means, when we vary the value of threshold from low to high, more and more mobile nodes could not get enough number of neighbors for PKG service. Thus, choosing an appropriate threshold value for different network size is important in the real network applications. Different decision levels, such as [t/3], [t/2] and [3t/4] will affect on the results of the proposed cooperative spectrum sensing scheme.
VIII. FALSE ALARM PROBABILITIES AND MISS DETECTION PROBABILITIES
Before presenting the simulation results, we discuss briefly the relationship between Pm (probability of miss detection) =1-Pd (probability of detection) and Pf (probability of false alarm). A High Pm will result in the miss detection of primary users with high probability, which in turn increases the interference to primary users. On the other hand, a high Pf will result in low spectrum utilization since false alarms increase the number of missed opportunities (white spaces). In the first attack, user M1 is compromised and sends out falsified data. In the second attack, both users M1 and M2 are compromised, they send out similar falsified data and in the third attack, users M1, M2 and M3 send out similar falsified data. Fig. 1 shows the results in terms of false alarm probabilities, and Fig. 2 shows the results in terms of miss detection probabilities. By increasing the number of compromised malicious nodes, correlation between their falsified data can affect on the false alarm and miss detection probabilities.
From Fig. 1 , we can see that just in t=1, the false alarm probability of the first attack is not zero. When there are more malicious nodes in the network, the false alarm probability increases. But with the increasing number of threshold t, false alarm probability decreases and miss detection probability increases. Thrashold Value (t) Miss Detection Probability R=100 R=300 R=500 R=700 Fig. 6 . Miss detection probability versus threshold value for different transmission ranges
From Fig. 3 and Fig. 4 , we can see that by increasing the decision levels, false alarm probability decreases and miss detection probability increases and From Fig. 5 , and Fig. 6 we can see that, by increasing the transmission range, the miss detection probability decreases but false alarm probability increases, so there is a tradeoff between the detection performance and transmission range of each node during the broadcast process.
IX. CONCLUSION
The area of security in CR-MANETs has received far less attention than other areas. Malicious CRs can send false local spectrum sensing results in cooperative spectrum sensing. In this paper, according to an Identity-based threshold key management for MANET, we have presented a cooperative spectrum sensing scheme to counter SSDF attacks in CR-MANETs. Through the suggested scheme both SSDF attack and intruder nodes can be diagnosed with an accurate probability. By the way it doesn't require frequent repetition and long convergence time needed for consensus -based schemes. It causes the network security, confidentiality and authentication as well and finds and discharges intruders from the network. To show current channels status, binary strings are used instead of correspondent signals transmission with different distributions. This procedure decreases the utilization of common control channel, delay and energy consumption too. Moreover, a common receiver is not needed for the final decision in the proposed scheme. It's enforced on the neighboring t nodes instead of the whole network. In the case of the network node increment, the internal calculation of each node limited to its neighboring t-number is still remained. Consequently it's a scalable network.
Future work is in progress to detect other known security threats in CRs to improve the quality of service and security in CR-MANETs.
